UBND PHUONG NGHIA PO CONG HOA XA HQI CHU NGHIA VIET NAM

PHONG VAN HOA - XA HOI Doc 1ap - Tw do - Hanh phuc
S6: 12 /QD-VHXH Nghia Pé, ngay 79 thang 6 nam 2026
QUYET PINH

Vé viéc phé duyét nhiém vu duw toan va ké hoach lwa chon nha thiu goi:
Trién khai ldp diit trang bi thiét bj twong lira bao mat dam bao ATTT cho
hé thong mang ndi bé dam biao ATTT theo cap d phé duyét Firewall
License: SafeGate Office - Twong lira thong minh cho UBND phwong

PHONG VAN HOA XA HQI PHUONG NGHIA PO

Can cir Ludt Té chitc chinh quyén dia phirong ngay 16/6/2025;
Can cir Ludt Pdu thau soé 22/2023/QH15 duoc sia doi, bo sung boi Luqt sO
57/2024/QH15, Ludt sé 90/2025/QH135;
Can ci Lugt Quan Iy, si dung tai san cong so 15/2017/QH14 dirgt sika doi, bo
sung bot Lugt so 64/2020/QH14, Ludt so 07/2022/QH15, Ludt so 24/2023/QH15, Lugt

s6 31/2024/QH15, Lugt so 43/2024/QH15, Ludt sé 56/2024/QH15 va Ludt sé
90/2025/QH15;

Can cit Nghi dinh s6 104/2026/ND-CP cua Chinh phu: Quy dinh vi¢c ldp dw
todn, quan Iy, sit dung va quyét todn chi thuong xuyén dé thue hién cdc nhiém vu
quy dinh tai Diéu 40 Ludt Ngdn sdch nha nuéce;

Can cir Nghi dinh so 214/2025/ND-CP ciia Chinh phii vé Quy dinh chi tiét
mot sé diéu va bién phap thi hanh Ludt Pdu thau vé lira chon nha thau;

Can cir Quyét dinh sé 879/0D-UBND ngay 09/12/2025 ciia Uy ban nhdin
dan phwong Nghia D6 vé viéc giao chi tiéu phat trién kinh té - xa hoi; dw todn thu
chi ngan sdach khoa hoc va cong nghé nam 2026 cua phuong Nghia Do,

Can cur cac bao gia trén thi truong;

Can cir chitng thu tham dinh gia so: 388/2026/06475 ngay 12 thing 6 ndm
2026 ciia Céng ty TNHH Tw van va Tham dinh gid DHA.

Xét dé nghi ciia Ba Nguyén Thi Khanh Ly chuyén vién phu trach Tai chinh
— Ké todn Van phong HPND va UBND phuong.

QUYET PINH:

Di:éu 1. Phé duyét nhif:m vu du toan va ké hoach lua chon nha thau go1: Tr,ién
khai lap dat trang bi thiét b1 tuong ,lfra bao mat dam bao ATTT cho h¢ thong
mang ndi bd dam bao ATTT theo cap d6 phé duyét Firewall License: SafeGate
Office - Tuong ltra thong minh cho UBND phuong véi cac ndi dung sau:

1. Tén dw toan: Trién khai lap dit trang bj thiét bj twong lira bao mat dam

bao ATTT cho hé théng mang ndi bd dam bao ATTT theo cép do phé duyét
Firewall License: SafeGate Office - Tuong Itra thong minh cho UBND phuong.



2. Pia diém thuc hién: Phuong Nghia Do, thanh phd Ha Noi.

3. Chit ddu tu: Vin phong HDND va UBND phudng Nghia D6.

4. Danh muc hang héa dich vu: (Chi tiét theo phy luc 1)

5. Nguén vén: Bb sung muc tiéu caa thanh phd cip cho UBND phudng.

6. Ké hoach lwra chon nha thau: (Chi tiét theo phy luc 1)

7. Thai gian thuc hién nhiém vu: Quy Il, Nam 2026.

Piéu 2. Quyét dinh nay c6 hiéu luc ké tir ngay ky.

Céc dong chi pho truéng phong, Pong chi Nguyén Thi Khénh Ly, chuyén
vién phu trach Tai chinh - K€ toan phong Van hoa — Xa hoi phuong va cac t6 chure
ca nhan va cac don vi ¢6 lién quan chiu trach nhiém thi hanh Quyét dinh nay./.

Noi nhdn: . X
- Nhu Diéu 2; RU'ONG PHONG
- Cac ddng chi lanh dao UBND phuong;
- Luu: VP, KT.
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(Kém theo Quyét dinh s6

Phu luc I: DANH MUC HANG HOA DICH VU
/OD-VHXH ngay

thang 6 nam 2026 cua Phong Van hoa — Xa hoi phuwong)

X s Mo ta, dac tinh . So
STT | Ma hang/ N¢i dung k§ thuat Don vi lwong
1 | H3 so ATTT ¢ ép d6 2 gélii E@},ﬂ xay dung thuyét minh phé duyét cap d0 ATTT cho hé thong thong tin mang Goi dich vu 1
Thiét bi Appliance Firewall VNPT S-Gate ESP
- 6 X 1GbE RJ45 y
- 4 X 10GbE (SFP+) Chiéc 1
- 1/0O Interface: 1 x RJ45, 2 x USB 2.0
o - Power: 36W Power Adapter/ 40W Power Adapter; AC 100-240V @50-60Hz
Trqang qbl th}et 131 tuo:ng - Form Factor: 1U 19” Rackmount
lua bao mat dAam :b 40 | |icense - Tuong lira thong minh cho co quan, doanh nghiép.
ATTT f_hOAhefhonig - Firewall License
Mmang not bQAdamA baoA - Kém 1 nam ban quyén cap nhat.
ATTT theo cap d0 phé | _ kjrewall Throughput: 24 Gbps
2 duyét: Firewall | _pjroall IMIX: 12 Gbps
Llc_ense: Sa‘feGafe - Threat Protection Throughput 6 Gps
Office - Tuong Ita | _pg Throughput: 9 Gbps
. thong _IPSec VPN Throughput: 6 Gbps . ;
minh cho van phong, | _ypN:. 1000 phién dong thoi License/Nam | 1
doanh nghiép

- Next-Gen Firewall Throughput 6 Gps

- Max VLANSs: 3000

- Maximum concurrent sessions: 7,000,000

- Connections per second: 200,000

- Maximum firewall policies: 20,000

- S6 lwong may két ndi dong thoi: 800 - 1000
- Tinh nang:




+ Chaén loc dia chi lira dao, doc hai: Cong ngh¢ Al Tich hop ngudn dir liéu vé modi
nguy, tw dong chin cac két nbi nguy hiém

+ Phan vung mang Inside, Outside, DMZ..

+ Truy cép, két ndi tir xa an toan thong qua VPN Remote Access VPN va site-to-
site VPN

+ Giam sat, phat hién va phong chdng x4m nhap, canh bo cho quan trj (IPS/IDS).
+ Kiém soat Gmg dung (Application Control).

+ Kiém soat URL (URL Filtering).

+ Network Anti-Virus/Anti-Malware/Anti-Spywarel

+ Phéan vung mang bao vé cac vung cia don vi.

+ Ban quyén st dung vinh vién, ban quyén cap nhat theo license dugc mua, khi
khong mua license thiét bi van hoat dong véi co so dit liéu cii

+ Can bang tai, hd tro két ndi nhiéu dudng truyén Internet, ting toc d6 mang va du
phong khi ¢6 sy ¢b duong truyén

+ Heé théng bao céo tinh hinh sir dung: top may sir dung nhiéu nhat, top tng dung sir
dung nhiéu nhat. ..

+ Kiém soat truy cdp NAC (Network Access Control) quan 1y cic may tram theo dia
chi MAC, IP.

+ Cho phép quan 1y tap trung trén Cloud, diéu khién bang Web hoic App, Cloud
duoc dat tai Viét Nam.

Ghi chu: San phém Firewall dam bao yéu cau tuan tha an ninh mang, hd tro tot nhat
cho tuan thu ATTT theo cap do va cac quy dinh lién quan:

1. Tinh ning VPN c¢6 sir dung ma héa duoge cap phép boi Ban Co Yéu Chinh Phu.

2. Co hé théng phén mém quan tri h¢ théng tuong lura dugce cai dat tai trung tam dir
lidu dé quan tri, van hanh hé thong tudng lira, dap tng yéu cau trién khai theo cong
vin 18468-CV/VPTW ngay 24/10/2025 cia VPTW dang vé huéng dan mé hinh két
n6i mang va h¢ thong tryc tuyén




Phu luc 11: KE HOACH LUA CHON NHA THAU

G6i thau: Trién Khai lap dit trang bi thiét bi twong Iira bao mat dam bao ATTT cho hé thong mang ndi bo dam biao ATTT

theo cap d6 phé duyét Firewall License: SafeGate Office - Twong lira thong minh cho UBND phwong
(Kém theo Quyét dinh s6

/OD-VHXH ngay

thang 6 nam 2026 cua Phong Van hoa — Xa hoi phuwong)

Thaoi
.| gian bt :
Thei | 918" 2% X Giam
Sr xiar A A Hinh thirc Ph,mmg gian dau’to Loai | Thei gian Tuy sat hoat
A i A Gia géi thau | Nguon thac lua x chuc D chon "
Tén goi thau P % lwa chon \ to hop | thuc hién dong
(dong) von ha tha chon nha h lwa A i tha mua X
Tén chii nha thau thiu chuc chon dong gol thau thém dau
STT X LCNT °y thau
dau tuw nha
thau
Tom tit
Tén géi thau cv Chl,n-h
cia géi
thau
L X Kkhai - Xé-y
Trién khai dl,rng’ N gudn
lap dat trang | thuyet bo sung
bi thiét b g"”t‘ bhe e
uyet cap tieu tu
Phong | tuong lira bao | d0 ATTT ngan
Vin hoa ac 42 12~ | chohé séch Chi dinh | Chi dinh Quy Il
td b e : . X, X, J A A
1 | xahpi | TAAambA0 | e 102472000 | thanh | thaurar | thawrae | 50 | ham | O | 8D | Khong | Khong
phuong | ATTT cho hé | thdng tin pho cho gon gon %Y 1 2026 g gay
Nghia Do théng mang | Mang nc}il UB,ND
L b0 va thiét cac
ndi by dam | pj dam phuong
bao ATTT | baohé ndm
thong 2026

theo cap do

théng tin




Theoi

.. | gian bit .,
| Phuong | T | “qauté . o Tuy | 1AM
. o Gia géi thiu | Nguodn Hinh thic thic lua glan chuc Loai | Thoi glan | chon sat hoat
Tén géi thau A i lwa chgn e to hop | thuc hién : dong
(dong) von N chon nha . lwa A S A mua £
Ton chi nha thau thiu charc chon dong goi thau thém dau
STT N chi LCNT : thau
dau tw nha
thau
Tém tit
Tén géi thau C\{Chl,n.h
cia géi
thau
phé duyet | Mangnot
. b0
Firewall
License:
SafeGate
Office -
Tudng ltra
théng minh
cho UBND
phuong

Tong so:

192.472.000 d@ (Mot trim chin muwoi hai triéu, bon trim bay hai nghin dong chin./.)




		2026-06-18T17:55:38+0700


		2026-06-19T08:56:34+0700


		2026-06-19T08:56:34+0700


		2026-06-19T08:56:34+0700




